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Scan Results Status PHP-CGI remote code execution HIGH
=- e Scan Thread 1 { http:/f B | Crawling ~
- [l Web Alerts (29) Vulnerability description

= @ PHP-CGI remote code execution (1)
o PHP is a widely-used general-purpose scripting language that is

D “ o especially suited for Web development and can be embedded
- @ Apache httpOnly cookie disclosure (1) into HTML. When PHP is used in a CGl-based setup (such as
- @ HTML form without CSRF protection (10) Apache's mod_cgid), in some configurations it's possible fo
- @ User credentials are sent in dear text (1) execute arbitrary code with the privileges of the web server. On

Debian and Ubuntu the vulnerability is present in the default
install of the php5-cgi package. When the phpS-coi package is
installed on Debian and Ubuntu or php-cgi is installed manually

- o Apache mod_negotiation filename bruteforcing (1)
- o Clickjacking: ¥-Frame-Options header missing (1)

- @ Possible virtual host found (3) the php-cgi binary is accessible under /cgi-bin/php5 and /cgi-
- @ Session token in URL (3) bin/php. The vulnerability makes it possible to execute the binary
- @ Broken links (5) because this binary has a security check enabled when installed

with Apache http server and this security check is circumvented by

- @ Password type input with auto-complete enabled (3)

- B Knowledge Base the exploft
& @ Site Structure Affected versions:
=8 oK e PHP priorto 5.2.12
-- (5 R uration Mot Found e PHP priorto 5.4.2
i3 icons Mot Found
- [§D images oK Unaffected versions:
-- i35 javascripts QK # PHP 4 - getopt parser unexploitable
G- (G jeux_ OK * PHP53.12and up
B @ s OK * PHP54.2andup
- D @NrPlugin oK This vulnerability affects q g
- EE Discovered by: Scripting (PHP_CGI_RCE_Force_Redirect script).
oK Attack details
Ok Mo details are available.
0K
K ¥ View HTTP headers
oK ¥ View HTML response
0K @ Launch the attack with HTTP Editor
oK @ Retestaleri(s)
— @ Mark this alert as a false nositive
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11,22 22:14.47, Requested: http:
11,22 22:14.47, Requested: http
11,22 22:14.47, Reguested: http: /j
11,22 22:14.47, Requested: http:
11.22 22:14.49, XMLHTTPReque
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